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ENGLISH ABSTRACTS

Chapter 1. Issues of fault diagnosis and fault tolerant control for aerospace systems. This
plenary work presents two Active Fault Tolerant Control (AFTC) systems for aerospace
applications. One case study regards an aircraft longitudinal autopilot and another one concerns
a satellite attitude control system, both in case of faults affecting the actuators. The main features
of the presented AFTC schemes are the Fault Detection and Diagnosis (FDD) module and its
design technique, i.e. a Non-Linear Geometric Approach (NLGA). Using adaptive filters in the
FDD module, such an approach allows fault detection, isolation and estimation. The fault
estimates obtained by different methods including recursive least squares and neural network,
are exploited by a controller reconfiguration mechanism. In particular, in case of spacecrafts, by
means of NLGA, it is possible to obtain fault estimates decoupled from wind components in case
of aircraft and aerodynamic disturbances, thus giving the overall control system very good
robustness properties and performances. The effectiveness of the designed AFTC systems is
shown by means of high fidelity simulators, in several flight conditions, and in the presence of
faults in actuators, turbulence, measurement noise, and modeling errors.

Chapter 2. A validation of a robust passive fault-tolerant control approach for a linear
parameter varying jet engine systems. In this work, we propose a validation of an Aircraft
Variable Geometry Fault-Tolerant Control (AVG-FTC) approach applied to a linear parameter-
varying aircraft system. The AVG-FTC approach is used to ensure a permanent availability of
control signals by designing a virtual sensor based on robust on-line estimation. It aims at
providing performance required in the specifications in spite of occurrence of an unexpected
fault or complete loss of the sensor during the operation. The AVG-FTC is based on a
hierarchical cascade scheme, where off-line closed-loop identification is first used to elaborate
local linear state-space models, then a multi-model observer is used to build a virtual sensor.
Finally, a Neural Extended Kalman Filter (NEKF) is added to circumvent online model accuracy
problems. The validation proposed in this chapter is done through the performance and stability
analysis of the AVG-FTC approach applied to two linear parameter varying subsystems:
Variable Stator Vane (VSV) and Fuel Metering Valve (FMV). The proposed approach is based
on the Lyapunov theory and the LMI optimization approach. Simulations on a certificate flight
engine simulator, describing the overall behaviour of the jet engine system for a given flight
envelope point, are presented.

Chapter 3. Matrix inverse approach to minimum-energy fault-tolerant control. The work
presents an approach to the synthesis of robust fault-tolerant control systems based on minimum-
energy perfect control algorithm. Implementation of a new inversion technique for nonsquare
polynomial matrices applied to perfect control design for damaged processes, is shown. This
solution provides the high robustness of control systems without the need for the classical
identification and adaptation of controller parameters (in case of presence of faults). The
effectiveness of the presented approach is confirmed by a simulation example.
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Chapter 4. Diagnosing multiple faults from FDI perspective. In this chapter, some selected
issues of multiple fault isolation from the perspective of FDI are presented. Particularly, the
survey of the author's contribution to the subject is exemplified. The chosen methods,
approaches and theoretical background of diagnosing multiple faults in engineering systems
based on structures of residual sets are characterized. The weaknesses and strengths of the
discussed approaches are briefly outlined. Multiple fault indistinguishability metrics are defined.
The robustness regarding structural changes in the diagnosed system are discussed. Furthermore,
some myths and paradigms of multiple fault isolation are discussed from the FDI perspective.

Chapter 5. A vision-based system for a quantification analysis of bacterial cultures. The
optical microscopic observations of microorganisms have still application in medicine, biology,
biotechnology and industry. However, such method is also labor-intensive and human factors
play an important role in it. An alternative to direct cells counting by researcher is automatic
analysis of images of bacterial cultures. The main objective of the following study is to develop
a new method for quantification analysis of bacterial cells. This algorithm is related with the
HSV representation of colors. This is used to localize and count the number of microbes in
samples. This allows to estimate rapidly a bacterial population in cultures and monitor its
behaviour in presence of different contaminants.

Chapter 6. Detection and repair of faults in cell cycle - is it perfect? Biological evolution led
to development of complex mechanisms providing fault detection in DNA structure and its
repair. The faults are caused by DNA damage, which is occurs on a large scale due to
environmental factors, radiation, but also natural thermal fluctuations. Some of these
mechanisms are highly specific, directed at a particular type of damage, whereas others are
general and induced any time damage is detected. Despite redundancy in control loops that
govern fault detection and repair, these mechanisms may fail, giving rise to carcinogenesis. In
this work we discuss this very specific, biological maintenance and fault detection system, with
special emphasis put on its weak points that lead to mutagenesis and cancer progression.

Chapter 7. Reliability of multimodal behavioral biometric system. In this chapter, the
authors compare the existing multimodal biometric systems and analyze their reliability. The
main focus is put on a multi sensorial biometric system, which recognizes two or more different
and independent biometric characteristics. The authors also propose a method to calculate the
error probability for this system, treating it as a multiple classifier for a multi class. The chapter
authors compare the reliability and safety level of multimodal behavioral biometric systems with
the systems that operate on just one module for two independent biometric features.

Chapter 8. Knowledge-based functional safety and security management in hazardous
industrial plants with emphasis on human factors. Existing and emerging new hazards have
significant potential to impact destructively operation of technical systems, hazardous plants,
and systems / networks of critical infrastructure. The programmable control and protection
systems play nowadays an important role in reducing and controlling risks in the process of
hazardous plant operation. It is outlined how to deal with security related hazards concerning
such systems to be included in risk analysis and integrated safety / security management. In the
process of functional safety and security analysis and management it is necessary to take into
account some boundary conditions concerning international and national legal aspects including
requirements that evaluate in time. Areas of additional research are identified including
cognitive aspects of the human reliability analysis in the context of designing and using
computers to enhance process plant diagnostics, and response of operators during abnormal
situations and potential accidents.
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Chapter 9. SchematicL.ab.com — a web tool for the design and analysis of electrical circuits.
In this chapter a useful Internet application for designing electronic systems is considered. A
practical process of prototyping electronic devices by using such a dedicated web tool,
hereinafter referred to as SchematicLab, is de-scribed. This solution, still in constant
development, is now ready for use.

Chapter 10. Fault isolation with the use of multiple-valued residua evaluation and the
knowledge about the sequence of appearance of symptoms. The possibility of generating
false diagnoses due to the delays of symptoms appearance is pointed out in this chapter.
Therefore, the following question raises: How to conduct the diagnostic reasoning, in this case,
in order to formulate correct diagnosis and achieve possibly high fault distinguishability. It is not
provided by the known approaches to diagnostic inference. A formal description of the relation
between faults and symptoms as well as the notation of the knowledge about symptoms forming
sequence and the methods of its acquiring are presented in the chapter. The new method of
diagnostic reasoning that protects against the possibility of formulation of false diagnosis due to
the existence of unequal delays of symptoms forming of the same fault is given. This method
allows to increase the achieved fault distinguishability in several cases. It is tailored for cases,
when the analytical models that take into account the fault influence are unknown.

Chapter 11. The method of diagnostic reasoning taking into account uncertainty of
diagnostic symptoms joining Bayes theory and fuzzy logic. The values of the diagnostic
signals, obtained from measurements and data processing, are not certain. The Bayes theory is a
popular approach to deal with uncertainty. Imprecise values can be handled by fuzzy logic.
When using the Bayes theory we obtain diagnoses pointing out to possible states of the process
with conditional probabilities under current values of the diagnostic signals. This method is
hardly applicable in practice, because of the need of conditional probabilities of the values of the
diagnostic signals in each state of the process. Fuzzy logic is an easy and intuitive way of
dealing with imprecise information contained in diagnostic signals, but it does not allow us to
take into account a priori information. In this chapter we present a method of diagnostic
reasoning dealing with uncertainty by joining both Bayes theory and fuzzy logic.

Chapter 12. State-space models for a class hyperbolic systems with boundary inputs. The
chapter presents the methods of state-space description of a certain class of systems with
distributed parameters, described by two weakly coupled partial differential equations of
hyperbolic type. First, typical assumptions about the number and configuration of boundary
input signals and point output signals of the system are made. Next, we describe a homogenous
state equation, the so called formal state operator. On the basis of the theory of semigroups of
linear operators we present, among others, the results on the internal stability of the system.
Appropriate operators are introduced: a boundary operator and an output operator, which take
into account the complex configuration of input and output signals. On their basis we introduce
state-space equations in a signal form. Finally, we show that the considered systems with
distributed parameters can be described in the state-space form which is analogous to that of a
finite-dimensional system. In addition to the state system operator 4, which is equivalent to the
state matrix for finite dimensional systems, we derive expressions describing: the boundary input
operator B and point output operator C and we also analyse their properties.

Chapter 13. Modeling of systems to control and diagnostic of the discrete processes in a
storehouse of production elements. The work presents a modified Petri nets approach to
modeling of discrete control systems used in storehouses of production elements. It is shown that
control systems based on this type of network can be extended with diagnostic functions.
Diagnostic methods of implementation of the tasks in real time are shown. The possibility of



222 Z. Kowalczuk, M. Domzalski (Eds.)

using of a diagnostic system to improve the quality of control of industrial facilities is discussed.
An example of practical implementation of the proposed methods in a control and diagnostic
PLC-based environment, using "CASE OF" statements of a structured text language is presented.

Chapter 14. Verification of the safety integrity levels with regard of information security
issues. The chapter is devoted to some important issues of the functional safety analysis, and, in
particular, to the safety integrity level (SIL) verification of safety functions implemented in the
distributed control and protection systems, taking into account information security aspects.
A method based on quantitative and qualitative information is proposed for the SIL (IEC 61508,
61511) verification with regard of the evaluation assurance levels (EAL) of ISO/IEC 15408, the
security assurance levels (SAL) of IEC 62443, and the number of protection rings described in
the Secure Safety (SeSa-SINTEF) methodology. The method was implemented in a prototype
ProSIL-EAL application software designed for supporting the functional safety analysts in the
design and operation of the safety instrumented systems (SISs) within the functional safety
management in life cycle, including the information security aspects.

Chapter 15. Human reliability analysis in the context of safety-related functions in a
sample installation. In the functional safety analysis of the control and protection systems we
must determine the required safety integrity level SIL in a risk evaluation process, and then to
verify that level by using appropriate methods of probabilistic modeling. Human actions can
exert a significant impact on the implementation of the safety function. This impact is assessed
on the basis of the results of the human reliability analysis (HRA). This chapter presents some
methodological issues related to the human factors analysis in the assessment of safety-related
systems, including human reliability. It presents a comparison of different methods of assessing
human error probabilities for the accident scenario considered within the applied safety function.
The chapter presents an exemplary process plant simulator, which has a graphical user interface
with extensive features which enable analysis of human—operator actions in abnormal situations.

Chapter 16. Applicability of genetic algorithms to heat-flow diagnostics. The chapter
proposes the use of the method of genetic algorithms for heat-flow diagnostics of power units
with steam turbines. We can use the main functionality of genetic algorithms consisting in the
search of extreme values of a function describing the convergence of simulated thermal and flow
signatures. Optimization of the diagnostic system has been performed by a genetic algorithm
using a predefined degradation signature. In the applied example, sufficiently short time to come
to a proper diagnosis has been obtained. Further extended studies involving more complex
degradation cases are required.

Chapter 17. Shepherding by neural agents. The herding problem is solved by the evolutionary
training. A neural active agent using the knowledge of positions of other agents by proper
movement pushes passive agents into a possibly small area.

Chapter 18. Automated negotiations over collaboration protocol agreements between
software agents and execution contexts. The chapter focuses on the augmentation of proactive
document-agents with built-in intelligence to recognize execution contexts provided by devices
visited during a business process, and to reach a collaboration agreement despite conflicting
requirements. The proposed solution, based on intelligent bargaining using neural networks to
improve simple multi-issue negotiation between the document and the device, requires
practically no excessive cost to the agent with limited RAM and CPU resources, comparing to
the other proposed negotiation algorithms that does not take advantage of any Al approach.
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Rozdzial 10. Lokalizacja uszkodzen z zastosowaniem wielowarto$ciowej oceny residuéow
i wiedzy o kolejnosci powstawania symptoméw. Rozdzial omawia mozliwosci generacji
falszywych diagnoz na skutek opdznien w pojawianiu si¢ symptomow. Stad wynika problem, w
jaki sposob prowadzi¢ wnioskowanie, aby diagnozy byly prawidlowe, a rozrdznialnosé
uszkodzen mozliwie wysoka. Krytykujac znane podejscia do wnioskowania diagnostycznego, w
rozdziale podano formalny opis zwigzku uszkodzenia — symptomy oraz sposobu zapisu wiedzy o
kolejnosci powstawania symptomdéw. Omdéwiono metody pozyskiwania wiedzy o tej kolejnosci.
Przedstawiono nowa metod¢ wnioskowania diagnostycznego, ktora zabezpiecza przed
mozliwo$cig powstawania fatszywych diagnoz na skutek niejednakowych opdznien symptomow
tego samego uszkodzenia oraz pozwala w wielu przypadkach zwiekszy¢ uzyskiwang
rozroznialno$¢ uszkodzen. Metoda ta zostala opracowana dla obiektow, dla ktorych brak jest
znajomosci modeli analitycznych uwzgledniajacych wptyw uszkodzen na wartosci residuow.

Rozdzial 11. Metoda wnioskowania diagnostycznego uwzgledniajaca niepewnosci
symptoméw na drodze fuzji teorii Bayes’a i logiki rozmytej. Wartosci sygnalow
diagnostycznych uzyskiwane w wyniku pomiardw i1 przetwarzania zmiennych procesowych nie
sa catkowicie pewne. Do uwzgledniania niepewnosci szeroko stosowana jest teoria Bayes'a.
Logika rozmyta moze by¢ stosowana do przetwarzania informacji nieprecyzyjnych. Przy
zastosowaniu teorii Bayes'a diagnozy wskazuja mozliwe stany obiektu wraz z warunkowym
prawdopodobienstwem ich istnienia przy danych wartosciach sygnatow diagnostycznych.
Metoda jest jednak trudna do zastosowania w praktyce. Wymaga bowiem znajomosci
prawdopodobienstw wystgpienia okreslonych wartosci sygnatow diagnostycznych pod
warunkiem istnienia poszczegdlnych stanéw obiektu. Logika rozmyta jest prosta i intuicyjng
metoda uwzgledniania nieprecyzyjnej informacji zawartej w sygnatach diagnostycznych
sygnatéw diagnostycznych, ale nie pozwala na uwzglednianie prawdopodobienstw a priori.
W rozdziale przedstawiono metod¢ wnioskowania diagnostycznego, w ktorej uwzgledniono
niepewnosci symptomow na drodze integracji teorii Bayes’a 1 logiki rozmyte;.

Rozdzial 12. Modele w przestrzeni stanu dla pewnej klasy ukladéw typu hiperbolicznego z
wejsciami brzegowymi. W rozdziale zaprezentowano metody opisu w przestrzeni stanu pewnej
klasy uktadow o parametrach roztozonych, opisanych uktadem dwoch stabo sprzezonych rownan
rozniczkowych czastkowych typu hiperbolicznego. Przyjeto tu typowe zatozenia dotyczace
liczby 1 konfiguracji brzegowych sygnalow wejsciowych oraz punktowych sygnalow
wyjsciowych uktadu. Nastepnie omowiono jednorodne réwnanie stanu z tzw. formalnym
operatorem stanu. W oparciu o elementy teorii potgrup operatoréw liniowych, zaprezentowano
m.in. wyniki dotyczace wewnetrznej stabilnosci uktadu. Wprowadzono odpowiednie operatory:
brzegowy oraz wyjsciowy, uwzgledniajace zatozong konfiguracj¢ sygnalow wejsciowych oraz
wyjsciowych. Na ich podstawie przedstawiono rownania stanu uktadu w tzw. postaci
sygnatowej. Nastepnie pokazano, ze rozwazane uktady o parametrach roztozonych mogg zosta¢
opisane w przestrzeni stanu w postaci analogicznej do tej stosowanej w przypadku ukladow
skonczenie wymiarowych (o parametrach skupionych). Obok systemowego operatora stanu A4,
bedacego odpowiednikiem macierzy stanu dla ukladow skonczenie wymiarowych,
wyprowadzono tu rdwniez wyrazenia opisujace: brzegowy operator wejsciowy B oraz punktowy
operator wyjsciowy C, a takze przeanalizowano ich wlasciwosci.
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Rozdzial 13. Modelowanie ukladéw sterowania i diagnostyki procesow dyskretnych w
magazynie elementéw produkeyjnych. W pracy przedstawiono zastosowanie zmodyfikowane;j
sieci Petriego do modelowania uktadow sterowania procesow dyskretnych zachodzacych w
magazynie elementéw produkcyjnych. Pokazano, ze uktady sterowania oparte na tego typu sieci
mozna rozbudowa¢ o funkcje diagnostyczne, ktore realizujg trzy wazne praktyczne zadania,
zdefiniowane w referacie. Przedstawione uktady sterowania i diagnostyki zaimplementowane w
srodowisku sterownikéw PLC z wykorzystaniem instrukcji CASE OF jezyka strukturalnego,
zostaly przetestowane 1 wdrozone przez Fabryke Maszyn ROTOX Sp. z o.0.

Rozdzial 14. Weryfikacja poziom6éw nienaruszalnos$ci bezpieczenstwa z uwzglednieniem
zagadnien ochrony informacji. Rozdzial poswigcono zagadnieniom analizy bezpieczenstwa
funkcjonalnego oraz weryfikacji poziomow nienaruszalnosci bezpieczenstwa SIL funkcji bezpie-
czenstwa w rozproszonych systemach sterowania i zabezpieczen, z uwzglednieniem ochrony
informacji. Do weryfikacji SIL (IEC 61508, 61511) zastosowano informacj¢ ilosciowg 1 jakos-
ciowa, bioragc pod uwage poziomy uzasadnionego zaufania EAL (ISO/IEC 15408), poziomy
uzasadnionej ochrony SAL (IEC 62443) oraz liczby pierscieni zabezpieczeniowo-ochronnych
opisanych w metodyce SeSa-SINTEF. Metod¢ zastosowano w prototypowym oprogramowaniu
ProSIL-EAL do wspomagania analitykéw bezpieczenstwa funkcjonalnego w projektowaniu
1 uzytkowaniu przyrzadowych systemow bezpieczenstwa SIL.

Rozdzial 15. Analiza niezawodnos$ci czlowieka w ramach funkcji zwigzanych z bezpie-
czenstwem w przykladowej instalacji. W analizie ryzyka w kontekscie bezpieczenstwa nalezy
okresli¢ wymagany poziom nienaruszalnosci bezpieczenstwa SIL 1 zweryfikowaé go stosujac
odpowiednig probabilistyke. Dzialania operatora majg wptyw na realizacj¢ funkcji bezpieczen-
stwa, ktory ocenia si¢ na podstawie analizy niezawodnosci cztowieka HRA. W rozdziale porusza
si¢ niektore kwestie metodyczne dotyczace analizy czynnikéw ludzkich, w tym analizy
niezawodnosci cztowieka. Poréwnano rézne metody oceny prawdopodobienstwa btedu operatora
dla wybranego scenariusza awaryjnego. Przedstawiono takze symulator przyktadowej instalacji
procesowej posiadajacy interfejs graficzny rozbudowany o funkcje umozliwiajace dokonanie
analizy dziatan operatora w sytuacjach nienormalnych.

Rozdzial 16. Stosowalnos¢ algorytmow genetycznych w diagnostyce cieplno-przeplywowej.
W pracy zastosowano algorytmy genetyczne (AG) do cieplno-przeptywowej (CP) diagnostyki
blokéw z turbinami parowymi. Wykorzystano funkcjonalnos¢ AG polegajaca na genetycznej
optymalizacji funkcji, opisujacej zbiezno$¢ symulowanych sygnatur CP, z zadang sygnaturg
degradacji. W =zastosowanym przyktadzie uzyskano krétkie czasy dojscia do wlasciwej
diagnozy. Wymagane sg dalsze badania obejmujace bardziej ztozone przypadki degradacji.

Rozdzial 17. Neuronowo sterowane agenty w procesie zespolowego zaganiania. Analizuje si¢
rozwigzanie problemu zaganiania na drodze uczenia algorytmami ewolucyjnymi. Na podstawie
informacji o potozeniu pozostatych agentéw aktywnych i biernych, neuronowe agenty aktywne
skupiajg agenty bierne na mozliwie matej powierzchni poprzez odpowiednie ruchy.

Rozdzial 18. Automatyczna negocjacja protokolu uzgodnien miedzy agentami
programowymi a urzadzeniami wykonawczymi. Rozdzial koncentruje si¢ na rozszerzeniu
funkcjonalnos$ci proaktywnych dokumentéw (agentéw) z wbudowang inteligencja o mozliwosci
negocjacyjne. Ich celem jest umozliwienie rozpoznawania kontekstu wykonawczego urzadzenia
odwiedzanego przez dokument, by osiggna¢ ugod¢e mimo skonfliktowanych wymagan
urzadzenia 1 dokumentu. Proponowane rozwigzanie w oparciu o inteligentne negocjacje miedzy
dokumentem a urzadzeniem nie wymaga poniesienia w praktyce dodatkowych kosztow, jesli
chodzi o pami¢¢ 1 moc procesora, w porownaniu do innych proponowanych algorytmow
negocjacyjnych, nie korzystajacych z technik uczenia maszynowego.



